SmarshEncrypt

SmarshEncrypt enables advisors to send secured messages through their Smarsh hosted email accounts. Message
recipients are notified of the secure message and follow simple instructions to access the SmarshEncrypt.

Please note: that email replies within the system stay within the program. For example, if an advisor sends a secured
email to a client and the client sends back a reply. The advisor will receive a notification for him/or her to login to
SmarshEncrypt in order to see the email response.

This feature can be initiated by using [secure] in the subject line of the email.

Below is an overview of the program.

1. An email was sent from TFAtest@tfaconnect.com to JSMITH@yahoo.com. Below is the email received by
JSMITH@yahoo.com.

Subject:  [Vou Have a New Secure Message from technolagy @tfamil.com {ID: 1323295)

©)smarsh,

Dear JSMITH@yahoo.com,

1 » &0

TFAtest@tfaconnect.comhas sent you a secure message using smarshEncrypt at 9/11/2012 6:13:00 PM (EST).

This message has been delivered through the smarshEncrypt system.

To view the message you need to sign in to the secure smarshEncrypt website by either clicking the link below
or pasting it into your browser. Signing in is fast, easy and free.

View Your Secure Message Here:

https://smarshencrypt.smarsh.com/prinsite/my/t secureview signup.aspx?
p=28a=31818e=ISMITH@yahoo.com

(Access Code: 3181)

Why did you get this notice? TFAtest@tfamail.com sent you an email containing sensitive information that
requires a higher level of security and encryption than regular email can provide.

Learn more about Smarsh Archiving and Compliance suite of products af

i.smarsh.com.

Thanl £, b - . A

2. Asindicated in the message, you will be provided a special link that will direct you to the SmarshEncrypt web
site.

3. [If thisis the recipient’s first time to receive an email from SmarshEncrypt, they will be lead to the following
screen to setup a new account and password to the SmarshEncrypt web site. Please note that this account will
be associated directly with your email address. Please see below:

Create a New Account

1. Verity Email Address 2. Create Account 3 Finish

Please enter your information to create a new user account.
All fields are required.

Email Address. | JSMITH@yahoo.com

ACcess Code: | a4n4
318

First Name:

LastName:

Username:
Pazsword must be at least 8 characters
Fassword:
long
and contain & mixture of letters and
Verify Password: ——
umbers.

reate User Account]

A Back to Login Form


mailto:TFAtest@tfaconnect.com�
mailto:JSMITH@yahoo.com�
mailto:JSMITH@yahoo.com�

After creating your account, the following screen will appear:

J Logaut

O smarsh

‘Welcome to smarshEncrypt!

Wekome 10 the smarshEncrypt secure messaging plalform! This service was designed 1o help you exchange sensilive elecironic
mformation and collaborate with your colieagues and business contacts in a Secure and encrypled environment. Now that you have
registered your account with Smarsh. you will be able 1o send” and receive messages and files with a demonstrated commitment to
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How to use smarshEncrypt

Reply or Compose” a new message
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To access your email, click on the Secure Message tab on the top of the screen.
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Click ot @ message to view the details here

You can select the email in order to read it or you can reply.

9/11/2013 8113 PM  TFAtest@tfaconnect.com JSMITH@yahoo.com [Secure] test
Inbox r 3/1/2013 1:55 PM  TFAtest@tfaconnect.com JSMITH@yahoo.com [secure] TEST
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